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DETAILED ACTION 



This first non-final action is in response to the original filing of 01/26/2004. Claims 1-41 
are pending and have been considered as follows. 

Examiner's Note 

1 . The Applicant appears to be attempting to invoke 35 U.S.C. 1 12 6 th paragraph in Claims 
1 & 5 by using "means-plus-function" language. However, the Examiner notes that the only 
"means" for performing these cited functions in the specification appears to be computer 
program modules. While the claims pass the first test of the three-prong test used to determine 
invocation of paragraph 6, since no other specific structural limitations are disclosed in the 
specification, the claims do not meet the other tests of the three-prong test. Therefore, 35 U.S.C. 
1 12 6 th paragraph has not been invoked when considering these claims below. 

Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

Claim 39 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 



statutory subject matter. 
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- Claim 39 which depends off of the independent method Claim 22 recites, "a computer 
program for controlling a computing platform to operate in accordance with claim 22," 
where "a computer program" is never claimed as being "a computer readable medium 
with a computer program stored thereon which performs the method steps of..." Thus, 
making Claim 39 non-statutory as in accordance with 35 U.S.C. 101. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1,4, 22, 25, & 39-41 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Andrews et al. (US-6487665-B 1 ). 

Claims 1, 22, & 41: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process comprising, 

- "(a system call monitor for) detecting predetermined system calls" (i.e. "At execution 
time, Microsoft Transaction Server monitors cross process calls at the object and 
interface level to determine if the caller is a member of a role permitted to make the call") 
[column 2 lines 15-20]; 

- "(means for/a policy applicator for) applying a data handling policy to the system call 
upon a predetermined system call being detected" (i.e. "if the caller is a member of a role 
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permitted to make the call. If the caller is not permitted access, the call is blocked, 
preventing access to the object's functionality by unauthorized users") [column 2 lines 
15-20]; 

but Andrews et ah do not explicitly disclose, 

- "the data handling policy is applied for all system calls involving the writing of data 
outside the process" 

however, Andrews et ah do disclose, 

- "At execution time, Microsoft Transaction Server monitors cross process calls at the 
object and interface level to determine if the caller is a member of a role permitted to 
make the call. If the caller is not permitted access, the call is blocked, preventing access 
to the object's functionality by unauthorized users" [column 2 lines 15-20]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the data handling policy is applied for all system calls 
involving the writing of data outside the process," in the invention as disclosed by Andrews et al. 
since it is implied that all systems calls are monitored for the purposes of determining and 
controlling access. 
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Claims 4 & 25: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process, as in Claims 1 & 22 above respectively, further 
comprising, 

- "predetermined system calls are those involving the transmission of data externally of the 
computing platform" [Fig 1 illustrates a system where the transmission of data is between 
a computer and a remote computer]. 

Claim 39: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 22 above, further comprising, 

- "a computer program for controlling a computing platform to operate in accordance with 
claim 22" [Fig 13 illustrates a system that may be implemented as software for 
performing similar functions as Claim 22]. 

Claim 40: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 22 above, further comprising, 

- "a computer platform configured to operate according to claim 22" [Fig 13 illustrates a 
system for performing similar functions as Claim 22]. 
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5. Claims 2, 3, 23, & 24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Andrews et al. (US-6487665-B1) in view of Choo (US-6981 140-B1). 
Claims 2 & 23: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process, as in Claims 1 and 22 above respectively, but do not 
disclose, 

- "the policy is to require the encryption of at least some of the data" 
however, Choo does disclose, 

- "the security database associated with key database 602 is consulted to determine 
whether the data packet received from user process 600 is to be encrypted prior to 
transmission across the network" [column 13 lines 14-17]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the policy is to require the encryption of at least some of the 
data," in the invention as disclosed by Andrews et al. for the purposes of securing the data. 
Claims 3 & 24: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process, as in Claims 1 and 23 above respectively, but do not 
disclose, 

- "a policy interpreter in its application of the policy automatically encrypts the at least 
some of the data" 

however, Choo does disclose, 
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- "the security database associated with key database 602 is consulted to determine 
whether the data packet received from user process 600 is to be encrypted prior to 
transmission across the network" [column 13 lines 14-17]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "a policy interpreter in its application of the policy 
automatically encrypts the at least some of the data," in the invention as disclosed by Andrews et 
al. for the purposes of securing the data. 

6. Claims 5-7 & 26-28 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Andrews et al. (US-6487665-B1) in view of Hardy (US-4584639-A). 
Claims 5 & 26: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process, as in Claims 1 and 22 above respectively, but do not 
disclose, 

- "(means for applying a data handling policy comprises a tag determiner for) determining 
any security tags associated with data handled by the system call" 

- "(means for applying a data handling policy comprises a policy interpreter for) 
determining a policy according to any such tags and for applying the policy" 

however, Hardy does disclose, 

- "Each key includes a pointer to an object in the system corresponding to the identity of 
the key and also includes a tag indicating its key type and the scope of authority provided 
thereby" [column 4 lines 11-14]; 
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- "The kernel functions limit the generation of keys in accordance with predefined policies 
which guarantee the security of domains and other objects in the system" [column 4 lines 
20-23]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "(means for applying a data handling policy comprises a tag 
determiner for) determining any security tags associated with data handled by the system call" 
and "(means for applying a data handling policy comprises a policy interpreter for) determining a 
policy according to any such tags and for applying the policy," in the invention as disclosed by 
Andrews et ah since the usage of keys and tags are common determination factors of policies. 
Claims 6 & 28: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process, as in Claims 5 and 26 above respectively, but do not 
disclose, 

- "the policy interpreter is configured to use the intended destination of the data' as a factor 
in determining the policy for the data" 

however, Hardy does disclose, 

- "A plurality of factories, which are special domains having an ascertainable set of non- 
sensory keys, enable other domains to share resources without trusting one another" 
[column 4 lines 23-26]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the policy interpreter is configured to use the intended 
destination of the data as a factor in determining the policy for the data," in the invention as 
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disclosed by Andrews et ah since the address/domain (i.e. destination) would have to be known 
in order for the system to know where the data/system call came from, thus being able to correct 
apply the proper policy. 
Claims 7 & 27: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process, as in Claims 5 and 26 above respectively, but do not 
disclose, 

- "the policy interpreter comprises a policy database including tag policies" 

- "the policy interpreter comprises a policy reconciler for generating a composite policy 
from the tag policies relevant to the data" 

however, Hardy does disclose, 

- "Each key includes a pointer to an object in the system corresponding to the identity of 
the key and also includes a tag indicating its key type and the scope of authority provided 
thereby" [column 4 lines 11-14]; 

- "The kernel functions limit the generation of keys in accordance with predefined policies 
which guarantee the security of domains and other objects in the system" [column 4 lines 
20-23]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the policy interpreter is configured to use the intended 
destination of the data as a factor in determining the policy for the data," in the invention as 
disclosed by Andrews et al. since the usage of keys and tags are common determination factors 
of policies. 
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7. Claims 8-12, 17-21, 29, 31-33, 36, & 37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Andrews et al. (US-6487665-B1) in view of Yoshioka et al. (US-5909688-A). 
Claims 8 & 29: 

Andrews et al. disclose a data handling apparatus and method for a computer platform using an 
operating system executing a process, as in Claims 1 and 22 above respectively, but do not 
disclose, 

- "the computing platform comprises a data management unit" 

- "the data management unit arranged to associate data management information with data 
input to a process" 

- "(the data management unit arranged to) regulate operating system operations involving 
the data according to the data management information" 

however, Hardy does disclose, 

- [Fig 13 illustrates a data management unit]; 

- "in a record of department in an entity management table corresponding to the above- 
mentioned organization template there are stored entity information corresponding to that 
record, an XID value of, for example, a technical department, a pointer to a section 
record which is a low-rank record, a pointer to a record for another department which is 
in the same rank as that department, and a pointer to that department which is the entity 
information item" [column 6 lines 9-17]; 

- " The data management unit 24 controls reading or writing of data between the database 
25 and the memory 31" [column 12 lines 65-66]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the computing platform comprises a data management unit" 
and "the data management unit arranged to associate data management information with data 
input to a process" and "(the data management unit arranged to) regulate operating system 
operations involving the data according to the data management information," in the invention as 
disclosed by Andrews et ah for the purposes of associating and tracking data processed in an 
operating system. 
Claim 9: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 8 above, but do not disclose, 

- "the computing platform further comprises a memory space" 

- "the computing platform is arranged to load the process into the memory space" 

- "the computing platform is arranged to run the process under the control of the data 
management unit" 

however, Hardy does disclose, 

- [Fig 13 illustrates a memory arranged with other components to load and handle data 
processes]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the computing platform further comprises a memory space" 
and "the computing platform is arranged to load the process into the memory space" and "the 
computing platform is arranged to run the process under the control of the data management 
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unit," in the invention as disclosed by Andrews et al. since memory, loading a process into 
memory, and then executing or handling a process are common elements of an operating 
system's functionality when incorporated according to a system as shown in Fig 13. 
Claim 10: 

Andrews et ah disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 8 above, but do not disclose, 

- "the data management information is associated with at least one data sub-unit as data is 
input to a process from a data unit comprising a plurality of sub-units" 

however, Hardy does disclose, 

[Fig 13 illustrates a system with a data management unit and several sub-units defining 
aspects of policy, work-flow, etc interfaced with an interface unit, a database, and a 
memory]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the data management information is associated with at least 
one data sub-unit as data is input to a process from a data unit comprising a plurality of sub- 
units," in the invention as disclosed by Andrews et al. since the data management unit would 
associate data according to the policies of the subunits as data input. 
Claim 11: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 8 above, but do not disclose, 

- "data management information is associated with each independently addressable data 
unit" 
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however, Hardy does disclose, 

- "The data management unit 24 controls reading or writing of data between the database 
25 and the memory 31" [column 12 lines 65-66]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "data management information is associated with each 
independently addressable data unit," in the invention as disclosed by Andrews et al. since the 
data management unit would have to have some association or elements of data identification in 
order to read/write data between the database and memory. 
Claim 12: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 8 above, but do not disclose, 

- "the data management unit comprises part of an operating system kernel space" 
however, Hardy does disclose, 

- "The data management unit 24 controls reading or writing of data between the database 
25 and the memory 31" [column 12 lines 65-66]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the data management unit comprises part of an operating 
system kernel space," in the invention as disclosed by Andrews et al. since reading/writing to 
memory is typically an operation reserved for kernel space privileges. 
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Claim 17: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 8 above, but do not disclose, 

- "the data management unit comprises a data filter to identify data management 
information associated with data that is to be read into the memory space" 

however, Hardy does disclose, 

- "The data management unit 24 controls reading or writing of data between the database 
25 and the memory 31" [column 12 lines 65-66]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the data management unit comprises a data filter to identify 
data management information associated with data that is to be read into the memory space," in 
the invention as disclosed by Andrews et ah since the data management unit would have to have 
some association or elements of data identification in order to read/write data between the 
database and memory. 
Claim 18: 

Andrews et ah disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 8 above, but do not disclose, 

- "the data management unit further comprises a tag management module arranged to 
allow a user to specify data management information to be associated with data" 

however, Hardy does disclose, 

- [Fig 13 illustrates an interface unit interfaced with the data management unit]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the data management unit further comprises a tag management 
module arranged to allow a user to specify data management information to be associated with 
data," in the invention as disclosed by Andrews et al. for the purpose of allowing additional 
policies/control over the data management unit. 
Claim 19: 

Andrews et ah disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 8 above, but do not disclose, 

- "the data management unit comprises a tag propagation module arranged to maintain an 
association with the data that has been read into the process and the data management 
information associated therewith" 

however, Hardy does disclose, 

- [Fig 13 illustrates a data management unit interfaced with a database, memory, and 
several subunits including a policy unit]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the data management unit comprises a tag propagation module 
arranged to maintain an association with the data that has been read into the process and the data 
management information associated therewith," in the invention as disclosed by Andrews et al. 
since the data management unit would have to have some association or elements of data 
identification in order to read/write data between the database and memory. 
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Claim 20: 

Andrews et ah disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 19 above, but do not disclose, 

- "the tag propagation module is arranged to maintain an association between an output of 
operations carried out within the process and the data management information 
associated with the data involved in the operations" 

however, Hardy does disclose, 

- [Fig 13 illustrates a data management unit interfaced with a database, memory, and 
several subunits including a policy unit]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the tag propagation module is arranged to maintain an 
association between an output of operations carried out within the process and the data 
management information associated with the data involved in the operations," in the invention as 
disclosed by Andrews et ah since the data management unit would have to have some association 
or elements of data identification in order to read/write data between the database and memory. 
Claim 21: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 19 above, but do not disclose, 

- "the tag propagation module comprises state machine automatons arranged to maintain 
an association between an output of operations carried out within the process and the data 
management information associated with the data involved in the operations" 

however, Hardy does disclose, 
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- [Fig 13 illustrates a data management unit interfaced with a database, memory, and 
several subunits including a policy unit]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the tag propagation module comprises state machine 
automatons arranged to maintain an association between an output of operations carried out 
within the process and the data management information associated with the data involved in the 
operations," in the invention as disclosed by Andrews et ah since the data management unit 
would have to have some association or elements of data identification in order to read/write data 
between the database and memory. 
Claim 31: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 29 above, but do not disclose, 

- "associating data management information with data as the data is read into a memory 
space" 

however, Hardy does disclose, 

- [Fig 13 illustrates a data management unit interfaced with a database, memory, and 
several subunits including a policy unit]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "associating data management information with data as the data 
is read into a memory spaces," in the invention as disclosed by Andrews et al. since the data 
management unit would have to have some association or elements of data identification in order 
to read/write data between the database and memory. 
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Claim 32: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 29 above, but do not disclose, 

- "associating data management information with at least one data sub-unit as data is read 
into a memory space from a data unit comprising a plurality of data sub-units" 

however, Hardy does disclose, 

- [Fig 13 illustrates a data management unit interfaced with a database, memory, and 
several subunits including a policy unit]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "associating data management information with at least one data 
sub-unit as data is read into a memory space from a data unit comprising a plurality of data sub- 
units," in the invention as disclosed by Andrews et ah since the data management unit would 
have to have some association or elements of data identification in order to read/write data 
between the database and memory. 
Claim 33: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 29 above, but do not disclose, 

- "associating data management information with each independently addressable data unit 
that is read into the memory space" 

however, Hardy does disclose, 

- [Fig 13 illustrates a data management unit interfaced with a database, memory, and 
several subunits including a policy unit]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "associating data management information with each 
independently addressable data unit that is read into the memory space," in the invention as 
disclosed by Andrews et al. since the data management unit would have to have, some association 
or elements of data identification in order to read/write data between the database and memory. 
Claim 36: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 29 above, but do not disclose, 

- "the step (b) comprises sub-steps" 

- "identifying an operation involving the data" 

- "if the operation involves the data and is carried out within the process, maintaining an 
association between an output of the operation and the data management information" 

- "if the operation involving the data includes a write operation to a location external to the 
process, selectively performing the operation dependent on the data management 
information" 

however, Hardy does disclose, 

- [Fig 14 illustrates several subunits that perform sub-steps and interact with a database]; 
Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the step (b) comprises sub-steps" and "identifying an operation 
involving the data" and "if the operation involves the data and is carried out within the process, 
maintaining an association between an output of the operation and the data management 
information" and "if the operation involving the data includes a write operation to a location 
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external to the process, selectively performing the operation dependent on the data management 
information," in the invention as disclosed by Andrews et ah since database sessions 
typically involve multiple steps (i.e. sub-steps) and involve data operations. In addition, the data 
management unit would have to have some association or elements of data identification in order 
to read/write data between the database and memory. 
Claim 37: 

Andrews et ah disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 36 above, but do not disclose, 

- "the step (bl) comprises: analysing process instructions to identify operations involving 
the data" 

- "the step (bl) comprises: providing instructions relating to the data management 
information with the operations involving the data" 

however, Hardy does disclose, 

- "Fig 14 illustrates the state where the policy definition unit 26, the project definition unit 
27, the work flow control unit 28, the standard report unit 29, and the special report unit 
30 store generated data into the database 25 and retrieve the stored data from the database 
25" [column 13 lines 9-13]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the step (bl) comprises: analysing process instructions to 
identify operations involving the data" and "the step (bl) comprises: providing instructions 
relating to the data management information with the operations involving the data," in the 
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invention as disclosed by Andrews et ah since database sessions typically involve data 
operations. In addition, the data management unit would have to have some association or 
elements of data identification in order to read/write data between the database and memory. 
8. Claims 13-16, 30, 34, 35, & 38 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Andrews et al. (US-6487665-B1) in view of Johnson et al. (US-5684948-A). 
Claim 13: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 12 above, but do not disclose, 

- "the operating system kernel space comprises a tagging driver arranged to control loading 
of a supervisor code into the memory space with the process" 

however, Hardy does disclose, 

- "code executing out of any off-chip memory is defined to be in the simulated-Supervisor 
execution domain" [column 9 lines 1-3]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the operating system kernel space comprises a tagging driver 
arranged to control loading of a supervisor code into the memory space with the process," in the 
invention as disclosed by Andrews et al. since it is common to have processes executed under 
varying credentials under kernel space, user space, memory space, supervisor space, etc. 
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Claim 14: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 13 above, but do not disclose, 

- "the supervisor code controls the process at run time to administer the operating system 
data management unit" 

however, Hardy does disclose, 

- "The simulated Supervisor domain supports read/write access to all processor 202 
registers, to all memory mapped peripherals located in off-chip memory, and to all off- 
chip memory locations in the processor address space" [column 9 lines 3-7]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the supervisor code controls the process at run time to 
administer the operating system data management unit," in the invention as disclosed by 
Andrews et al. since the supervisor domain controls processes prior to and including through, run 
time. 
Claim 15: 

Andrews et al. disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 14 above, but do not disclose, 

- "the supervisor code is arranged to analyse instructions of the process to identify 
operations involving the data" 

- "the supervisor code is arranged to provide instructions relating to the data management 
information with the operations involving the data" 
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however, Hardy does disclose, 

- "The simulated Supervisor domain supports read/write access to all processor 202 
registers, to all memory mapped peripherals located in off-chip memory, and to all off- 
chip memory locations in the processor address space" [column 9 lines 3-7]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the supervisor code is arranged to analyse instructions of the 
process to identify operations involving the data" and "the supervisor code is arranged to provide 
instructions relating to the data management information with the operations involving the data," 
in the invention as disclosed by Andrews etal. since the supervisor domain controls processes 
prior to and including through, run time. 
Claim 16: 

Andrews et ah disclose a data handling apparatus for a computer platform using an operating 
system executing a process, as in Claim 13 above, but do not disclose, 

- "the memory space further comprises a data management information area under control 
of the supervisor code arranged to store the data management information" 

however, Hardy does disclose, 

- "The simulated Supervisor domain supports read/write access to all processor 202 
registers, to all memory mapped peripherals located in off-chip memory, and to all off- 
chip memory locations in the processor address space" [column 9 lines 3-7]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the memory space further comprises a data management 
information area under control of the supervisor code arranged to store the data management 
information," in the invention as disclosed by Andrews et al. since the supervisor domain 
controls processes prior to and including through, run time. 
Claim 30: 

Andrews et ah disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 29 above, but do not disclose, 

- "supervisor code administers the method by controlling the process at run time" 
however, Hardy does disclose, 

- "The simulated Supervisor domain supports read/write access to all processor 202 
registers, to all memory mapped peripherals located in off-chip memory, and to all off- 
chip memory locations in the processor address space" [column 9 lines 3-7]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "supervisor code administers the method by controlling the 
process at run time," in the invention as disclosed by Andrews et al. since the supervisor domain 
controls processes prior to and including through, run time. 
Claim 34: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 29 above, but do not disclose, 

- "the data management information is written to a data management memory space under 
control of the supervisor code" 
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however, Hardy does disclose, 

- "The simulated Supervisor domain supports read/write access to all processor 202 
registers, to all memory mapped peripherals located in off-chip memory, and to all off- 
chip memory locations in the processor address space" [column 9 lines 3-7]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the data management information is written to a data 
management memory space under control of the supervisor code," in the invention as disclosed 
by Andrews et al. since the supervisor domain controls processes prior to and including through, 
run time. 
Claim 35: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 34 above, but do not disclose, 

- "the supervisor code comprises state machine automatons arranged to control the writing 
of data management information to the data management memory space" 

however, Hardy does disclose, 

- "The simulated Supervisor domain supports read/write access to all processor 202 
registers, to all memory mapped peripherals located in off-chip memory, and to all off- 
chip memory locations in the processor address space" [column 9 lines 3-7]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the supervisor code comprises state machine automatons 
arranged to control the writing of data management information to the data management memory 
space," in the invention as disclosed by Andrews et al. since the supervisor domain controls 
processes prior to and including through, run time. 
Claim 38: 

Andrews et al. disclose a data handling method for a computer platform using an operating 
system executing a process, as in Claim 29 above, but do not disclose, 

- "the process instructions are analysed as blocks" 

- "each block defined by operations up to a terminating condition" 
however, Hardy does disclose, 

- "the privilege level of the code (and/or data) in each of a plurality of address blocks 
addressable by the processor" [column 2 lines 41-42]; 

- "The bit being set indicates that the corresponding address block has one privilege level 
and the bit being cleared indicates that the corresponding address block has the other 
privilege level" [column 2 lines 46-48]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the process instructions are analysed as blocks" and "each 
block defined by operations up to a terminating condition," in the invention as disclosed by 
Andrews et al. since process instructions are typically handled as blocks by a processor and 
would have a condition for completion. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 



examiner should be directed to Examiner Oscar Louie whose telephone number is 571-270-1684. 
The examiner can normally be reached Monday through Thursday from 7:30 AM to 4:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami, can be reached at 571-272-4195. The fax phone number for 
Formal or Official faxes to Technology Center 2100 is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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